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The easiest way to maintain ReachOut security on a network is to install one centralized copy of ReachOut that is
accessed by users on different workstations. You can install ReachOut on a network drive and just set the security
options there. Then have users install their copies of ReachOut directly from the network, using ReachOut’s public
installation feature. To ensure security, you will want to limit access to the network or shared folder where ReachOut
is installed. Follow these simple steps to set up a secure copy of ReachOut:

1. Run SETUP SHARED to install ReachOut onto a network or shared folder.

2. Open Supervisor Security and make any global security changes.

3. If you do not want users to be able to create connection icons or to change their own configuration and security
settings, make the appropriate selections on the Application tab of Supervisor Security and make the appropriate
settings. To make all ReachOut users share the same connection icons that you store somewhere on the
network, add the DATAPATH command to the ReachOut installation script you create in step 4.

4. If you want to customize the installation of ReachOut, open the text file named ROINST, and add any installation
script commands on separate lines after the word PUBLIC. The install commands specified in this file will
automatically be executed when the user runs SETUP.EXE.

Note: Don'’t delete the PUBLIC command from the installation script. If you delete it, then whoever installs
ReachOut from this shared folder will get a regular version of ReachOut that will not be affected by the
Supervisor Security settings.

5. Give users read-only access to the network ReachOut folder.



ReachOut Supervisor Security provides a way for a system administrator to enable or disable most ReachOut
security features. Supervisor Security controls features such as password life and login confirmation, and you can
use it to impose various restrictions on both calling and waiting computers. If a security option exists in both the main
ReachOut security options and in Supervisor Security, then the main ReachOut security setting can never be less
restrictive than the Supervisor Security setting.

Security Over the Internet

If your network has a connection to the Internet, you will probably want to set up a firewall to prevent Internet access
from unauthorized users.



rvisor {button
Supe so Related

Security Topics,AL(
Main ‘Help_sec

. _Maininde
Window x;Help_sec

_Security;
Help_sec_
Password;
Help_sec_
Config;Hel
p_sec_Au

dit')}

The main window of ReachOut Supervisor Security may display any of five different groups of options. You can
display a different set of options just by choosing the appropriate tab.

Connect

Use this page to set security options that apply when users make connections.

Disconnect

Use this page to set security options that apply whenever a user disconnects from a computer.

Session

Use this page to set remote control and ReachOut Explorer security options that apply while two computers are
connected.

Application

Use this page to determine who may access the ReachOut program and make changes to its settings. Access
levels can be defined for three different areas of ReachOut: security, options/configuration, and connection icons.

Waiting
Use this page to allow or prevent ReachOut comptuers from waiting for calls using specific connection types.
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Returns the ReachOut Supervisor Security window to its normal size.

This command is only available if Supervisor Security is minimized.
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Turns the mouse pointer into a Move pointer ‘i" so you can use the arrow keys on your keyboard to move the
window.

This command is not available if Supervisor Security is minimized.
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The Size command is not available in ReachOut Supervisor Security.
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Reduces the ReachOut Supervisor Security window to an icon on the Windows taskbar.

This command is not available if Supervisor Security is already minimized.

Minimize is also on the title bar.
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The Maximize command is not available in ReachOut Supervisor Security.
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Displays license and version information for ReachOut Supervisor Security.
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Displays the list of ReachOut Supervisor Security Help topics.

For Help on a specific page of the dialog box, you can choose the Help button at the bottom of the ReachOut
Supervisor Security window.
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Closes Supervisor Security without saving your changes.

You can also use the Cancel button at the bottom of the ReachOut Supervisor Security window.
KEYBOARD: ALT+F4
KEYBOARD: ESC
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Use this page to determine which connection types you want ReachOut computers to be able to wait for calls on.

If you check any box to allow waiting for calls on that connection type, then each user may decide to wait for that type
of call at his or her discretion.

Modem
Check this box to allow ReachOut computers to wait for calls over a modem.

NetBIOS (NetBEUI)
Check this box to allow ReachOut computers to wait for calls over a NetBIOS-compatible network.
NetBIOS compatibility is usually installed by default with Windows.

NetWare (IPX/SPX)
Check this box to allow ReachOut computers to wait for calls over a NetWare-compatible network.

Internet (TCP/IP)

Check this box to allow ReachOut computers to wait for calls over the Internet or any TCP/IP network.
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Use this page to protect computers from unauthorized access. Any security option that you activate here is in effect
on all publicly installed ReachOut computers.

If you leave a security option turned off, each user may set that option at his or her discretion.

Must prompt before accepting an incoming call

Check this box if you want ReachOut users to be notified when remote computers try to connect to them. At that
time, the user will be able to allow or deny access to that computer.

Must wait 0= seconds for a response

Check this box to force a timeout period for the confirmation prompt that appears when a caller tries to connect,
then set the number of seconds ReachOut should wait for the user at the waiting computer to respond to the
confirmation prompt. If nobody at the waiting computer responds, ReachOut will either allow the caller to
complete the connection, or disconnect the caller—depending on the how the waiting computer’s If no response
option is set up.

If you do not check this box, each ReachOut user may set an individual timeout period.
This option is available only if Must prompt before accepting an incoming call is checked.

Force disconnect if no response

Check this box if you do not want to allow callers to connect to waiting computers if the confirmation response
time has elapsed and no one has responded to the prompt. You might choose this setting if you do not want
anyone to log on to a computer without the explicit knowledge and permission of a user at that computer.

. If Force disconnect if no response is checked, ReachOut will break the connection.

. If Force disconnect if no response is NOT checked, the caller will be allowed to connect, unless the user at
the waiting computer has turned this option on.

This option is available only if Must prompt before accepting an incoming call is checked.

Callback required

Check this box to force callbacks to connecting computers. When a user sets a callback, the waiting computer
automatically disconnects and calls back the calling computer whenever a connection attempt is made. A user at
the waiting computer needs to define the callback phone number or ReachOut computer name in the individual
user account.

If this field is checked and a user does not have any user accounts that do not specify callbacks, then those
remote users will not be able to connect to the computer.

Note: Callbacks work only with local Windows user accounts, not those defined on a Windows NT domain. To
ensure that callback security will work correctly, you might want to set the Authenticate caller option to On local
computer only.

Don’t allow caller to set callback number/name

Check this box to prevent users from connecting with passwords that allow them to enter callback numbers or
names. When you check this box, user accounts that specify Set by caller for the callback choice become
unusable. This forces users to call from a known location specified in the user account.

Authenticate caller
Choose where you want waiting ReachOut computers to look for user accounts to validate connecting callers.

e Using default NT process



Choose this option to let in all callers with Windows user accounts that are defined either on the waiting
computer itself or on the domain containing the waiting computer.

e On local computer only
Choose this option to let in only callers who have Windows user accounts on the waiting computer itself.
Callers with user accounts defined only on the domain will not be able to connect.
You might want to choose this option if callbacks are required, since callbacks only work with local user
accounts.

e  On domain
Choose this option to let in only callers who have Windows user accounts that are defined on a specific
domain. Callers with user accounts defined only on the waiting computer will not be able to connect.

Must log off current user and prompt for new logon

Check this box to force remote callers to log on to waiting computers when they start remote control. This means
the caller’s rights are restricted by the caller’s user account, and the caller cannot gain access to the rights of the
user at the waiting computer simply by making a ReachOut connection.

A user at the waiting computer can continue to use the computer locally while the caller works remotely, but while
the caller is connected the waiting user only has the access privileges normally granted to the caller.

Note: This setting does not affect callers who only use ReachOut Explorer. For file transfers, each connected
user has the rights assigned by that person’s user account.

Important! For this setting to work properly, each user must have ReachOut configured to start waiting for calls
when the computer starts. After you activate the Supervisor Security setting, tell each ReachOut user to do the
following:
1. From the ReachOut Configure menu, choose Options.
This will synchronize the user’s settings with the Supervisor Security settings.

2. Close ReachOut and restart the computer.

Lock out all callers

Check this box to prevent callers from connecting after a certain number of incorrect user names or passwords
have been entered. Use the second field to set the maximum number of consecutive failed logon attempts
allowed (up to 100). If this box is not checked, users could try hundreds of passwords in an attempt to gain
access to a waiting computer.

When the IntruderGuard is activated, no remote computers can connect until a user at the wating computer
resets the IntruderGuard by clicking OK in the resulting message box.
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Use this page to set security options that apply when a caller disconnects from a ReachOut computer.
If you leave a security option turned off, each user may set that option at his or her discretion.

Force disconnect after no activity

Check this box to have ReachOut automatically disconnect when there is no activity for the amount of time you
specify. This is useful if user leaves the computer and forgets to disconnect. It can save money if users connect
over long distance phone lines. It also prevents a user from accidentally tying up a waiting computer.

Must wait before disconnecting

Check this box to set the length of time (in minutes) that there should be no activity before ReachOut
automatically disconnects. If you do not check this box, each ReachOut user may set an individual timeout
period.

This option is only available if Force disconnect after no activity is checked.

Disconnect action override
Choose what you want a computer to do when a caller disconnects.

e User defined
Choose this option if you do not want to force logoff security. The user at each waiting computer may decide
what to choose here.
Note: If you choose User defined, a user might decide to allow whoever is logged on to stay logged on even
after the ReachOut connection is broken. If you do not want this to happen, you must choose one of the
other options.

¢ Log the caller off the computer
Choose this option if you want to automatically log the caller off Windows when ReachOut is disconnected.
Note: If the user has set ReachOut to leave the current user logged on instead of logging on the remote
caller, then the current user is the one who is logged off when ReachOut is disconnected. To force the caller
to be logged on instead, check the Must log off current user and prompt for new logon option on the Connect
tab.

¢ Restart the computer and prompt for new logon
Choose this option if you want ReachOut to automatically restart the waiting computer when ReachOut is
disconnected. This also logs off all users. Having the computer restart can be useful in situations where an
error occurs during the connection, preventing ReachOut access to the computer. If ReachOut restarts the
computer and a user checks when computer starts on the Waiting page of the Options dialog box (available
from the Configure menu), then callers will be able to connect again once the computer restarts.

Notes

. If more than one caller is connected, ReachOut waits until the last caller has disconnected before
restarting the computer.

e Even if a waiting computer is not set up to restart automatically, callers can cause waiting computers to
restart upon disconnection.
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Use this page to set security options that apply while two computers are connected.
If you leave a security option turned off, each user may set that option at his or her discretion.

Don’t allow computers to be remotely controlled
Check this box to prevent callers from using ReachOut remote control. With remote control, the caller can take
control of the computer.

Don’t allow files to be accessed using ReachOut Explorer
Check this box to prevent callers from accessing files with ReachOut Explorer.
If you don’t check this box, then depending on the level of access users have, they may be able to create, copy,
and delete files and folders with ReachOut Explorer.

Clear computer’s display

Check this box to blank a computer’s screen while a caller is connected to it with ReachOut. This allows the
caller to work securely on the computer from a remote location, without other people seeing what the caller is
working on.

When you choose this option, Ignore computer’s keyboard and mouse is automatically enabled.

Ignore computer’s keyboard and mouse
Check this box to disable a computer’s keyboard and mouse while a remote caller is connected to it with
ReachOQut. This prevents user input conflicts while remote callers are trying to control the computer.
Ignore caller’s keyboard and mouse

Check this box to prevent callers from using the keyboard and mouse to remotely control computers. This

effectively disables remote control, though the caller can still see the remote desktop. To turn off the display as

well, disable remote control by checking the box labeled Don’t allow computers to be remotely controlled.
Don’t allow remote clipboard access

Check this box to prevent callers from copying and pasting information between computers while they are using
remote control.

Note: If you want to prevent the caller from retrieving data from the computer, you will probably want to disable
the use of ReachOut Explorer as well.

Must check for viruses on transferred files
Check this box to have ReachOut scan files for viruses when they are copied to or from a hosting computer. This
only takes about one second per file.

Limit caller access rights

Check this box to choose the maximum level of access that you want callers to have to files with ReachOut
Explorer. If you do not check this box, each ReachOut user may set maximum access rights individually.

Click a selection below for a description:

e  Full Control

e Change



e Read/Write

e Read Only

Note: To disable file access with ReachOut Explorer altogether, check the box labeled Don’t allow files to be
accessed using ReachOut Explorer at the top of this dialog box.

Connection time override

Check the Limit to box to limit the amount of time a caller can be connected to a ReachOut computer. Type or
choose a number in the first Limit o field, then select a unit of time from the list. Time can be measured in
minutes, hours, days, weeks, or months. Use the last field to set the period of time over which the maximum
connection time is in effect. For example, you can specify a maximum connection time of 2 hours per day. If you
want to set an absolute maximum connect time (not renewed after any time period), choose total from the per
list.

Notes:

e  For each user on a waiting computer, the period of time over which you define a connection time limit starts
when the user makes the first connection to that computer.

e Changing this value affects the connection time limit only on new connections that are subsequently made; it
does not affect currently connected users until they disconnect.
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Set up a shared copy of ReachOut.

Open Supervisor Security.

Make the desired changes.

The security settings are divided into different pages. You can display a different screen by choosing any of the
tabs at the top of the window.

Choose OK.

The changes you made apply to all copies of ReachOut that were publicly installed from the shared copy.
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Open Supervisor Security.

Choose the Session tab.

Check the box labeled Limit caller access rights.

0N =

From the Limit caller access rights list, choose the maximum file rights you want to allow. Users at waiting
computers will not be able to set less restrictive file rights than you choose here.

To allow the user at each waiting computer to set any level of file access, choose Full Control.
5. Choose OK.

Note: To prevent the use of ReachOut Explorer altogether, check the box labeled Don’t allow files to be accessed
using ReachOut Explorer at the top of the dialog box.
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Open Supervisor Security.

Choose the Session tab.
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Check the box labeled Must check for viruses on transferred files.

Choose OK.
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Open Supervisor Security.

Choose the Connect tab.
Check the box labeled Lock out all callers.

In the Lock out all callers field, type the maximum number of consecutive times that an invalid user name or
password can be entered by users trying to connect to a waiting computer. For the global IntruderGuard,
ReachOut counts all consecutive invalid connection attempts, even if they are from different users.

Choose OK.
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Open Supervisor Security.

Choose the Session tab.

Under Remote control hosting overrides, check the box labeled Ignore computer’s keyboard and mouse.

Choose OK.

{button
Related
Topics,AL(
"Help_sec
_Security;
How_Blan
k_the_Dis
play_on_
Waiting_C
omputers;
How_Disa
ble_Input_
on_Calling

_Computer

s;How_Dis
able_Input
_on_a_Re
mote_Com

puter')}



Ao b=

How to {button

. Related
Disable Input Topics AL(

on Ca"ing "Help_sec
Computers ﬁSecuDr!ty;
: ow_Disa
Durmg ble_Input_t
Remote o_the_Vie
Control wing_Wind
ow;How_D

isable_Inp

ut_on_Wai

ting_Comp

uters;How

_Prevent_

a_Caller_F

rom_Disab

ling_Input’)

Open Supervisor Security.

Choose the Session tab.
Under Remote control hosting overrides, check the box labeled Ignore caller’s keyboard and mouse.
Choose OK.



Ao bd =

Open Supervisor Security.

Choose the Connect tab.

Under Confirmation override, check the options you want to apply all waiting computers.

Choose OK.
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Open Supervisor Security.

Choose the Connect tab.

Under Callback override, check the box labeled Callback required.
Choose OK.

Notes:

Ao Dd =

e You should inform all users that any user accounts that do not specify a callback number or name cannot be
used while this setting is turned on.

e Callbacks work only with local Windows user accounts, not those defined on a Windows NT domain. To ensure
that callback security will work correctly, you might want to set the Authenticate caller option to On local computer
only on the Connect page of ReachOut security.
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Open Supervisor Security.

Choose the Disconnect tab.
Under Disconnect action override, choose Restart the computer and prompt for new logon.
Choose OK.

Note: The user at each waiting computer can make ReachOut automatically wait for calls when the computer
restarts. The user does not have to be logged onto Windows or onto the network for ReachOut to be able to receive
calls.
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Use this page to determine who may access the ReachOut program and make changes to its settings. Access levels
can be defined for three different areas of ReachOut: security, options/configuration, and connection icons.

Note: Users in the “Administrators” group always have full control over all ReachOut settings, unless those settings
are individually disabled by the ReachOut supervisor. To limit control of a particular group of settings to Administrators
only, check the appropriate box and choose Administrators from the list. To give control to another group of users in
addition to Administrators, choose the other group from the list. If you do not want users to have access to the
ReachOQut settings on their own computers, you must personally administer their computers and remove them from
the “Administrators” group. Be aware, however, that because of Windows NT security restrictions, members of the
“Users” group cannot run ReachOut unless you set it to start waiting for calls when the computer starts. To learn how,
click the Related Topics button above.

Limit who may edit ReachOut security

Check this box to limit access to ReachOut’s security options by selecting a user group from the list. Only those
users who log onto the computer as a member of this group will be able to change ReachOut security settings.

Limit who may edit ReachOut options/configuration

Check this box to limit access to ReachOut’s general options and configuration settings by selecting a user group
from the list. Only those users who log onto the computer as a member of this group will be able to change
ReachOut modem, network, and other configuration settings.

Limit who may edit ReachOut connection icons

Check this box to limit access to ReachOut’s connection icons by selecting a user group from the list. Only those
users who log onto the computer as a member of this group will be able to create, delete, or change the
properties of ReachOut connection icons.



How to Make {button

Related
ReachOut Topics,AL(
Allow Local or “caling B
Domain User ack')}

Accounts

Open Supervisor Security.

On the Connect page, choose the option you want under Authenticate caller.

If you chose On domain, you can specify the name of a domain to use.
Only callers with user accounts on this domain will be allowed to connect with ReachOut.

Choose OK.
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The ReachOut supervisor can prevent all ReachOut users who have done a public installation from changing
configuration and security settings or changing connection icons.

To do this, open ReachOut Supervisor Security and choose the Application tab. You can limit access to three different
sets of ReachOut options:

e  Security
e  Options and configuration
e Connection icons

To limit access, you must also make sure users are not members of the “Administrators” group on their computers.
Users in the “Administrators” group always have full control over all ReachOut settings, unless those settings are
individually disabled by the ReachOut supervisor. Be aware, however, that because of Windows NT security
restrictions, members of the “Users” group cannot run ReachOut unless you set it to start waiting for calls when the
computer starts. To learn how, click the Related Topics button above.
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During the shared installation of ReachOut, if you chose to save the ReachOut security settings on a computer other
than the shared computer or your local computer, the Enter Network Password dialog box might appear when you try
to view the security settings. To access these settings, you must log on to the computer where the Registry settings
are stored.

Computer Name

This area displays the name of the shared computer where the ReachOut security settings are stored.

Connect As

Type your user name on the shared computer.

Password
Type your password to log on to the shared computer.
Remember that passwords are case-sensitive.






